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CO M M E N TA R Y

      F
or years, aviation has been the transportation area with 

the largest growth. Th e prediction is that IFR (instru-

mental fl ight rules) fl ights in Europe will increase about 

1.8 times from 2009 to 16.9 million fl ights in the year 2030.  1   

To accommodate this demand, it is crucial that each and every 

airport procedure is timely and free of distraction. To assure a 

smooth process, aviation schedules, cargo handling, client 

check-in, and security inspection are essential.  12   

 Examinations of performance of security screeners by the 

European Commission at the passenger security checkpoints 

at the Airport Frankfurt/Main demonstrated striking results. 

Nearly every second bag containing a forbidden item (e.g., an 

improvised explosive device or IED) was transferred through 

the security check without any diffi  culties.  1 , 2   One could ask 

why and how this was possible. What are the potential issues 

of security screening? Under what conditions are screeners 

working and how are they trained? Th e answers to these ques-

tions should clarify the challenging aspects of the on-the-job 

qualifi cation for  “ aviation security assistant ”  and thus provide 

insights on the background to the results demonstrated by the 

commission. 

 Aviation security refers to the prevention of external endan-

germent and is realized by the critical interaction of humans 

and technology. Security screeners, who are responsible for 

controlling carry-on luggage and customers, perform, among 

other tasks, analyses of X-ray images to detect prohibited 

objects.  10   X-ray screening means that security assistants have to 

search for very rare and infrequent items  11   and work under 

highly noisy circumstances with time pressure and high dis-

tractibility.  4   Screeners have to be very focused and concentrate 

while visually scanning the image, recognizing and categorizing 

the items shown, and deciding quickly whether there are any 

suspicious objects.  5   Th is short analysis focuses on basic cogni-

tive functions like visual screening, alertness, divided attention, 

vigilance, and long-term memory matching processes. Addi-

tionally, security screeners have to deal with challenges from 

shift  work such as fatigue in the early morning shift , sleep dis-

orders aft er shift  changeover, and impairment of productivity 

during night shift .  3   As a consequence of daily varying air traffi  c 

(e.g., traffi  c increases, especially in the morning), work hours 

are determined by airline timetables and are announced on a 

short-term basis. Hence, the diff erent aspects of security screen-

ing within these challenging infl uences shows that humans are 
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This brief commentary points out critical factors, contributes background conditions in aviation security screening, and 

shows possible approaches for enhancement and optimization. Finally, the human aspect is discussed as not only being 

the weakest factor in security screening, but also one of major importance.   
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still one of the two essential factors in aviation security in addi-

tion to new technologies. 

 Because the required skills are broad-ranging and diverse, 

security assistants should be carefully selected and well trained.  8   

One could postulate that candidates for aviation security 

screening are chosen by predefi ned parameters, for example, 

specifi c basic cognitive skills, such as the ability to mentally 

rotate objects, which is important for fast and veridical X-ray 

reading, and basic attentional resources (alertness, divided 

attention, or vigilance  7  ). However, current practice suggests 

that almost every applicant is accepted, which should be dis-

cussed critically. Th e choice of candidates is restricted by sev-

eral reasons. 

 First, most airports are built in a rural area away from the 

center of the nearest city. Th erefore, people who want to 

work at the airport cannot rely on the public transportation 

system on a daily basis. Th ese aspects signifi cantly restrict 

the pool of candidates to those who live nearby and/or have 

the possibility to go by car, whether their own or via a car-

pool, to their workplace. Secondly, every candidate has to 

participate in the off ered training, which is oft en sponsored 

by the job center. Th is implies that the person is not engaged 

in an ongoing employment, or is willing to quit actual employ-

ment in order to get involved in the specifi c security training 

without a signed contract with the security company. Under 

these circumstances, the available group of talented and 

promising applicants is further reduced. The third factor 

may be one of the most crucial aspects. To date there is no 

written guideline to indicate predefi ned parameters for select-

ing eligible candidates. Th e background for this defi ciency is 

these parameters seem to be unclear and fundamental research 

is required to answer this question. To define appropriate 

parameters it is important to identify the cognitive variables 

that moderate the performance of security assistants such as 

detection ability. 

 To our current knowledge, none of the acting aviation 

security companies perform an assessment of whether poten-

tial employees fulfi ll specifi c requirements with respect to spe-

cifi c cognitive basic functions which could be essential for 

security screening. Until now, not only have assessments of 

such cognitive functions been lacking, there is also no specifi c 

training on these basic functions incorporated into the train-

ing software packages available for the initial training. To 

become an employee of a security company, each applicant 

has to pass the exam for security assistant aft er approximately 

10 wk of training. In addition to the education with respect to 

law, weaponry, and explosives, training is conducted to build 

specific competencies in passenger control and analyzing 

X-ray images of carry-on luggage. One would expect that the 

best training to achieve high performance, practice with gen-

uine X-ray images of real-world luggage with and without 

various types of prohibited items, would be standard. Th erefore, 

it is very surprising that not all computerized X-ray training 

systems use this kind of imaging.  6   Th e highest relevance of 

computerized training approaches to everyday life should be 

guaranteed. In addition to the investigation and development 

of modern and cutting-edge technology, the human operator 

and his/her professional abilities cannot be neglected. New 

technologies should be associated with specific training in 

order to enhance operational performance on new machines. 

 Nonetheless, it is always the human that makes the last 

decision of whether a carry-on bag contains a forbidden item 

and requires further inspection. Th us, we have to focus on the 

human factor: the skills, behavior, and capabilities, as well as the 

limitations of humans, to get the best result for aviation secu-

rity. In line with this problem and other related questions, the 

German Federal Ministry of Education and Research has con-

ducted a call to  “ Aviation Security ”  under the Program of the 

German Federal Government  “ Research for the Civilian Secu-

rity, ”  which provides funding as well for research projects that 

focus on the human factor. Th e results to be achieved by those 

scientifi c projects could lead to development of targeted per-

sonnel assessment tools for cognitive basic functions and 

corresponding training for working security assistants, thus 

enhancing the quality of aviation security performance.    
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